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MOLLUEHHMKM 3BOHAT C HOMEpPOB, BblAatoLmx ceba
3a BaHKM UK Apyrue yypekaeHmna obuecTseHHoro 4osepusa

- CoobueHune
oT FinCERT.pl — BaHKocBKoro ueHTpa kKnbepbesonacHocTn Coto3a
NONbCKMX BAHKOB
LleHTpanbHoOro ynpasnenms no bopsube ¢ KnbepnpecTynHOCTbHO
[NaBHOro oTAeNeHMA NOANLMN
oT 7 nekabps 2022 roga

CnyduHr, T.e. noxkHble TenedoHHble 3BOHKWU MPECTYNHUKOB, BblAalowmux cebs 3a 6aHKu nau gpyrue
yypeaeHus obLlecTBEHHOrO JoBepusi, TakMe Kak Colo3 MosbCKUX 6HaHKoB, YnpasneHwue
¢dnHaHCcoBOro Haa3opa, ...!

Ocreperaiitecb TeniePOHHbIX 3BOHKOB, B KOTOPbIX MOLUEHHUKMN BblAaloT ceba 3a paboTHMKA 6aHKa
WUAKN gpyroe 3acayXuBawouiee aosepus Amuo (Hanpumep, paboTHUKa YnpasneHUAa $UHAHCOBOro
Hag3opa, pab6oTHuMKa [lpynnbl 6aHKOBcKoi 6esonacHoctM Cok3a NOAbCKUX 6aHKOB wau
COTPYAHUKA nonuumm). Bo Bpema I0XKHOro 3BOHKa Ha Bawem TenedoHe MoKeT noABuTbCcA Baw
Homep TenepoHa AN Ha3BaHUE HALEKHOTO yUperKAeHuUs.

MpecTynHUK 6yaeT Bo3aeicTBOBaTh Ha Bawu smoummn, 4Tobbl BBECTM Bac B coCcToAHME OLLyLIEeHMSA
yrpo3bl, becnokoicTea, TpesorM waM nobonbiTcTBa. MolWeHHUMK byaeT roBopuTb C BaMu Ha
YKPaUHCKOM, PYCCKOM, U3peaKa NOMbCKOM A3blKax.

Lenb - nonyuyntb KoHPUAEHUMANbHYIO MHPOPMALMIO (NOTUH M Naposb ANA BXOAA B 3/IEKTPOHHYHO
b6aHKoBCKylo cuctemy, BLIK-Koabl, AaHHble nAaTeXHbIX KapT) wam ybeautb Bac BbINOAHUTH
onpeaeneHHble AeicTBMSA (Hanpumep, YCTAaHOBUTb MPW/IOXKEHME, KOTOpoe npepocTaBaseT
NPecTynHWKam yaaneHHbI AOCTYN K Ballemy KOMMboTepy Uan TenedoHy).

Huxe npuBeaeHbl NpMmepbl Pa3roBOpoOB:

[obpbii  AeHb, noaTeepXkapaeTte

3ppaBcTByiiTe, A PAabOTHUK HaHKa A1 pabOTHUK TEXHUYECKOTO OTAeNa

nn Bbl nepesog Ha cymmy 800
3710TbIX A8 r-Ha [apuywa? ..
HeTt? Toraa mbl 4O/MKHbI BbICTPO
3abs0KknpoBatb ero. lMNoxKanyicra,
yCTaHOBUTE NpunoxeHue XXX, 1 A

nomory  Bam
npobnemy.

pewuts 3Ty

M cBA3blBaloCb ¢ Bamu, notomy
YTO BUIKY, YTO BblNa NpegnpuHATa
nonbiTKa MPOBECTVM Omnepauuio ¢
Bawero cyeta Ha cuer XXX,
KOTOPbI HAXoAMTCA B 4YepHOM
cnucke Halewn CUCTEMBI.
MNoxkanyicra, coobwmTe MHe Ball
MNAPO/Ib ...

1 3BOHIO Bam, notomy 4to Bawm
cpencTsa 6blnn 3a610KMPOBaHDI.
Ytob6bl pasbnokupoBatb MX, 1A
Nno3BOHI Bam uyepe3 HECKO/bKO

MWHYT, M Bbl BOWaeTe B CBOM
aKKayHT BMecTe CO MHOM.




MpecTynHMKM KpaayT Bawu geHbru, B YaCTHOCTW, NyTEM BbiBOAA cbeperkeHuii ¢ Balwero 6aHKOBCKOro
cyeTa, COBEpLUEHMA OMepaumin ¢ Nomolblo BaHKOBCKMX KapT MAKM MNOJyyeHuWs 3aiima/KpeauTa,
Mcnonb3ya Bawu MYHble AaHHbIe.

Kak 3awuTtutb cebs, utobbl He NOTePATb AeHbru?
Cnepyet cobnt0aaTb HECKOJIbKO BaXKHbIX NpaBu:

1. He coobuwaiTe IOFTMH M NApPOab ANA BXOAA B 3NE€KTPOHHYIO DAHKOBCKYHO CUCTEMY, AaHHble
nnaTexKHoM KapTbl (Homep KapTbl, CVV, cpoK aencteus, ums n bammnanio Bnagenbla KapTbl) -
HacToAWMM NpeacTaBuTeNb 6aHKa HUKOr4a He cnpocuT 06 aTom;

2. HUKoraa He coobuwanTte BxogsAwMme Ha Baw TenedoH Koabl ANA INEKTPOHHON GaHKOBCKOM
cuctemsl, BLIK-kogbl unm koapl 3D Secure, ncnonbsyemble Ansa NOATBEPKAEHMA NepeBosoB
WAM  JpYyrux naaTexen, BK/AKO4YaA onepauuMm C MCNosib3oBaHMem 6aHKOBCKMX KapT B
UHTepHeTe;

3. Bcerga uuTaiTe cogepaHne SMS-coobueHn, BXxoaalwmx Ha Baw TenedoH, nam coobieHuni
B MOOWNLHOM NpPUNOXKeHMU bBaHKa. MX cogep’kaHMe MOMKEeT YKasbiBaTb Ha TO, YTO Bbl
corflalaeTech Ha onNepaymo, KOTOPYH OCYLLECTBAAKT NPECTYNHUKY;

4. Kaxagblil pas uuTaliTe cogeprkaHue yBeAOMJIEHMI, KoTopble Bbl nosyyaeTte, ocobeHHO BO
BPEMS TEeKyLLero pasroBopa C npegnonaraemMbiM KOHCYAbTaHTOM. WX copeprkaHue MoXKeT
yKa3blBaTb Ha TO, YTO Bbl l06aBNAeTe B CBOM NPodUb (B aKKayHTE 31EKTPOHHOW BaHKOBCKOM
cuctembl) HOBOE HAAEXKHOE ycTpoMcTBO, C NOMOLLLbIO KOTOPOro MOLLEHHUKM YKpaayT y Bac
OEHbIM MW BO3bMYT 3aiM/KpeauT.

Ecnu B xoae pa3roBopa BO3HUKAM ONaceHUA UaN COMHEHUA:

nonoxute TPybKy, nopoxaute He meHee 30 ceKyHA. 3atem coeguHUTecb ¢ 6aHKOM uam
yupexaeHuem, npepcrasutenb Kotoporo Bam 3BoHun. O6a3atenbHo Habepute oduuManbHbIi
HOMep Ha KnaBuaType, He nepe3BaHMBaANTEe U3 CNUCKA BbI3OBOB, KOTOPbIA NOABAAETCA HA IKpaHe
Bawero TenedoHa.

® COXpaHAlTe 34paBblii  CMbICA M XONOAHYH  rososy! Jake ecnm Bbl  6bian
NPoMHGOPMMPOBAHbI O BO3MOXKHOM Yyrpose, Hanpumep, O NOTepe CPeacTB, CNOKOMHO
noaymainTte, AeUCTBUTENBHO /M CPEACTBAM MOMKET YrpoXKaTb onacHocTb? MoxeT 6biTb, Bbl
BCE-TAKM pasroBapvBaeTe C MOLIEHHUKOM? [pepBUTE 3BOHOK M CBAXMUTECH C HAHKOM B
COOTBETCTBUM C BbILLEN3/IOKEHHbIM;

® [OMHUTE, YTO YKa3aHHbIA HOomep TenedoHa UM Ha3BaHUe BaHKa He ABAAOTCA rapaHTuen
TOro, Yto Bbl pa3roBapuBaeTe C HACTOALLMM NpeacTasuTenem 6aHKa;

e Bbl Bcerga mMoxkete CooblWMTb O CBOMX NoAO3peHMsAx B 6aHK W, ecin 6blio coBeplieHo
npectynaeHue, TakKe coobwmTs 06 3TOM B NoMuMIO.

FinCERT.pl - baHKosckuli yueHmp KubepbezonacHocmu Coto3a rnoasckux 6aHkos - LleHmp obmeHa u
aHaAU3a UHOPMAayUU hUHAHCO0B8020 CeKMopa

LleHmpaneHoe ynpasneHue no 6opsbe ¢ KubepripecmynHoOCMbHo

nasHoe omoeneHue nosauyuu

FINCERT.pl - BaHKoBCKMI LeHTp KubepbesonacHoctM Coto3a MObCKMX OaHKOB - onepaTuBHOE
noapaszeneHve, AeNCcTBylollee B pamKax [pynnbl H6aHkoBckol 6esonacHocTv Coto3a MOAbCKUX
H6aHKoB, KOTOpOe cobupaeT, aHanu3MpyeT U nepenaeT B pamKkax OaHKOBCKOrO CekTopa M B
COTPYAHUYECTBE C MPABOOXPAHUTE/IbHbIMM OpPraHamm K APYrMMU YUYPEKAEHUAMU UHOOPMALMIO O
BO3MOMHbIX Yrpo3ax, a Take 00 MHUMAEHTax MPecTynHOro xapakTepa, KOTopble CTaBsaT nog yrposy
H6e30nacHOCTb BAHKOB UM UX KNMEHTOB.



