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LLlaxpai TenedoHyoThb 3 TenepOHHUX HOMEPIB, AKI IMITYIOTb OQiLLiMHI
HOMepW TenedoHiB
HaHKiB abo iHWWX ycTaHOB NybHAiYHOT 40BIpPK

- [loBiAOMNEHHA
FinCERT.pl — BaHKiBCbKOro LEeHTpY Kibepbesnekn Acouiallii MONbCbKMX
DaHKiB
LleHTpanbHoro 6t0po no 60poThOI 3 KIBEP3N0UYMHHICTIO
[[OZ1IOBHOrO YyNpaBAiHHA NOAILT
Bia 7 rpyaHAa 2022 poky

Cnyoinr (spoofing), To6To panblumBi TeNnedoHHI A3BIHKM 3N104MHLIB, AKi BUAAOTL cebe 3a NpaLiBHUKIB
6aHKiB UM iHWKX ycTaHOB NybAivyHOI A0BipKM, TAaKMX AK AcouiaLif NoSbCbKUX BaHKiB, YNpaBaiHHA KoMmicii
¢diHaHcoBoro Harnagy Nonbu, ...!

Ocrepiraiiteca TenepoHHUX A3BiHKIB, Nif Yac AKUX Waxpai NpeaCcTaBAAIOTLCA NPaLiBHUKOM 6aHKy
abo iHwow o0cobolo, AKa 3acnyroBye Ha AOBipy (Hanpuknap, npauiBHUKOM YNpasniHHA Komicii
¢iHaHcoBOro Harnagy, npauisHukom pynu 6e3nekn 6aHKiB B Acouiauii nonbcbkux 6aHkiB abo
npauiBHMKoMm noiuii). Mig yac waxpaiicbkoro A3BiHKa Ha Bawomy TenedoHi moxe Bigo6paxaruca
Homep TenedpoHy abo Ha3Ba ycTaHOBM, AKili Bu posipsere.

3n04nHeub byae BNAMBATM Ha Bawi emouii, wob BuKAMKaTK y Bac BiguyTTa Hebesneku, TpMBOrH,
3aHenoKoeHHsA abo uikasocTi. Laxpain posmosnatMme 3 Bamu yKkpaiHCbKOlO, pocilicbKoto, piale
NO/IbCbKOK MOBOIO.

MeTa — oTpMMaTK KoHdiaeHLUiNHY iHbopMmaLito (noriH i naponb A0 oHNalH-6aHKiHrY, BLIK-koan, aaHi
nAaTi*KHOI KapTKn) abo nepekoHaTy Bac BMKOHATM NeBHi Aji (HanpuMKnaa, BCTaHOBUTM NPOrpamMHUiA
[04ATOK, AKWI f03BONUTb 310BMUCHUKAM OTPUMATH BiadaneHnin goctyn go Baworo Komn’totepa um
TenedoHy).

Huk4ye HaBOAMMO NPUKIAAN TaKMX PO3MOB:

[o6poro aHa, Bu nigTeepayeTe

nepekas Ha cymy 800 3n0Tux gna
naHa fapiywa? ... Hi? Toai Ham
noTpibHo LBUOKO moro

3a6/10KyBaTH. Byab Nacka,

BCTAHOBITb nporpamy XXX, =
nonomoxy Bam  BupiwmnTtn  uo
npobnemy.

[o6poro aHA, 8 NpauiBHUK 6aHKy i
3Bepratoca Ao Bac, ockinbkum A
6a4y, Wwo 3 Baworo paxyHKy byna
3pobneHa  cnpoba  34ilcHUTH
TPaH3aKL,ito Ha paxyHoK XXX, aKui
3HAXOAWUTbCA B HalWin cuctemi B
YOpHOMY ChMCKy. bByab nacka,
Ha3BiTb cBilt MAPO/Ib...

A NpaLiBHUK TEXHIYHOro Bigainy i
TenedoHyto Bam, Tomy wo Bawi
paxyHKu 6ynu 3abnokosaHi. Ona
Toro, wob ix posbnokyBatu, A
3aTenedoHyto Bam 3a KinbKa

XBUAWH i Bu yBiligete oo cBoro
061iKOBOrO 3anucy Npu mMeHi.




37104MHLI KpaayTb Bawi rpowi, 30Kpema, WASXOM 3HATTA 3a0LWafrKeHb 3 DaHKIBCbKOro paxyHKy,
NpoBeAeHHA KapTKOBMX onepauii abo OTpMMaHHA NO3MKWU/KpeguTy 3 BUKOPUCTaHHAM Bawwux
NnepcoHabHUX AAHUX.

AK 3axmucTUTUCA, W06 He BTpaTUTH rpoLui?
Cnig, AOTPUMYBATUCA KiZIbKOX BaXKNUBUX NpaBun:

1. He nosigomaAinTe CBOI NOriH Ta NAPO/b A0 iHTepHET-6aHKiHIY, PEeKBI3UTU NAATIXKHOT KapTKK
(Homep KapTku, CVV-Kkoa, TepmiH aii, MIE BacHMKa) - CNpaBXHii NpeacTaBHUK BaHKY HiKoMU
npo L& He NoMNpPOoCKUTb;

2. HiKOM He po3ronowynTe Kogu Ao iHTepHeT-6aHKiHry, kogn BLIK abo Kogu 3D Secure, Aki
HaaxogAaTb Ha Baw TenedoH i BUKOPUCTOBYIOTbCA A1 MiATBEPAMKEHHSA NepeKasis abo iHWnx
naaTexKiB, BKAOYAOYM OHNANH-TPAH3AKLiT KapTKamu;

3. 3aBXAM YMTalTe 3MICT TEKCTOBMX NoBigomneHb (SMS), Aki npuxoasaTb Ha Baw TenedoH, abo
noBiAoMNEeHb y MoBinbHOMY AoAaTKy BaHKy. IX 3MicT Moxe 03HauaTH, Wwo Bu noroayereca
Ha TPaH3aKL,ito, 34iMCHEHY 3/I04MHLAMY;

4. u4uTalTe 3MICT NOBIAOM/EHD, AKI BU OTpMMYyETE KOXHOrO pasy, ocobaMBO nig Yac po3moBu 3
HauebTo KOHCYNIbTAHTOM. IX 3MicT Moxe cBiauMTM Npo Te, Wo Bu aoaaeTe A0 cBOro Npodinto
(paxyHKy B enekTpoHHOMy 6aHKiHry) HOBUA AOBIPEHWUIA npucTpiii, 3a AONOMOrol0 AKOro
Wwaxpai BMKpaayTb Bawi rpowwi abo BisbMyTb NO3UKY/KpeaunT.

AKLWL0 pO3MOBa BUK/IMKAE 3aHENOKOEHHA ab0 cymHiBu:

NPUNUHITL PO3MOBY, 3a4eKaiTe miHimym 30 cekyHp,. MoTim 3aTenedoHyiiTe A0 6aHKY 4K YCTAaHOBM,
npeAcTaBHUK AKoi TenedpoHyBaB. O60B'A3K0BO Habupaiite ogiuiliHMA HOmep Ha KnasiaTypi, He
nepea3BoOHIONUTE Ha HOMep 3i CMUCKY OCTaHHIX A3BiHKIB, AKWMA BigobparkaeTtbca Ha Bawomy
TenedoHi.

®  KepyWhTecs 340pOBUM r1y340M Ta 36epiralite xonoaHy ronosy! HagiTb AKWo0 Bam nosigomunm
Npo NOTeHL,iHY 3arpo3y, HanpwWKAag, BTPATy 3a0LLaAKeHb, CMOKIMHO NoAYMANTe, Yn AiNCHO
Bawi rpowi MOXyTb OnMHUTUCA B Hebesneui? MoxanBo, Bu po3moBAsETe 3 LWIAXPAEM?
MepepBiTb po3mosy Ta 3aTenedoHylTe A0 CBOro 6aHKY, AK ONUCAHO BULLE;

® Mam'aTaiTe, WO BifOOpPaXKeHUIM Ha eKpaHi Homep TenedoHy abo HasBa baHKy He € rapaHTielo
TOro, Wo Bu posmoBnseTe 3 NpaBaMBUM NpeacTaBHUKOM HaHKy;

e  Bu 3aBXAM MOXKeTe NOoBiOMWUTM NPO CBOI NiA03pK A0 CBOro 6aHKY, a B Pa3i CKOEHHS 3/104MHY
- TAKOXX NOBIAOMWTM NOJILitO.

FinCERT.pl — baHKiscekuli ueHmp Kibepbesneku Acouiayii nonbcokux 6aHkie - LleHmp obmiHy ma
aHanizy iHpopmauii piHaHcoso20 cekmopy

LenmpansHe 6topo no 6opomebi 3 Kibep3no4UuHHICMIO

lonosHe ynpaeniHHA noniyii



FINCERT.pl - BaHKiBCbKMI LeHTp Kibepbesnekn Acolliallii NoAbCbKMX BaHKiB - onepaTMBHUIA NiApo3ain,
Wwo Ajie B pamKkax [pynu 6e3nekun HaHKiB AcouiaL,ii NonbCbKMx BaHKiB, AKka 30Mpae, aHani3ye Ta nepeaae,
B MeXKax BaHKIBCbKOro ceKTopy Ta y cniBnpal,j 3 NPaBOOXOPOHHMMM OPraHaMm Ta iHWKWMK YCTaHOBaMM,
iHbOpPMaLLto MPO MOMKAMBI 3arpo3n Ta IHUMAEHTU 3I04MHHOMO XapaKTepy, Lo 3arpoxXytoTb Hesneui
HaHKiB abo iXHix KAIEHTIB.



